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Note: For Board member use of District technology resources,
see BBI. For student use of personal electronic devices,
see FNCE.

For purposes of this policy, “technology” and “technology re-
sources” mean electronic communication systems and electronic
equipment.

This policy shall govern all students, employees (part-time or full-
time), contractors, consultants, temporary employees, vendors,
and other individuals affiliated with third parties who access any
District-owned information, property, or device.

In addition, this policy shall govern all information systems for
which the District has administrative responsibility including all in-
formation created, processed, or used in support of the District’s
business, without respect to form or format.

The term “user” shall refer to all categories of individuals who ac-
cess any District-owned information, property, or device including,
but not limited to, a student, an employee (part-time and full-time),
a contractor, a consultant, a temporary employee, a vendor, and
any individual affiliated with a third party.

District information technology (IT) resources, such as, but not lim-
ited to computers, networks, network connectivity, information, stor-
age, email accounts, and the like shall only be provided for ap-
proved academic and business purposes by the office of the Chief
Technology Information Officer (CTIO), IT, and Information Secu-
rity. The District shall implement the necessary controls over ac-
cess to data via a combination of adequate physical, system, re-
mote access and application-based security mechanisms.

In an effort to protect the sensitive information under District care,
authorized access to District IT resources shall be limited to the ac-
cess permissions required for an individual to perform assigned du-
ties or academic activities. Access permissions beyond those
needed for those duties or activities shall not be granted.

Passwords shall never be shared with anyone, including District IT
security administrators.

Users of District IT resources do not have an expectation of pri-
vacy. The District shall reserve the right to monitor and/or record
any and all use of District IT resources to ensure compliance with
prevailing laws, policies, and regulations to identify misuse as well
as for general resource management purposes. [See Children’s In-
ternet Protection Act (CIPA), Family Education Rights and Privacy
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Act (FERPA)] Use of District IT resources constitutes acceptance
of this policy.

As an additional protection measure, District information, including
personally identifiable information, shall not be released except
through approved processes and in accordance with governing
laws. [See references above]

Violations for misuse of District IT resources may result in the impo-
sition of administrative, civil, or criminal penalties.

The Department of Information and Technology Systems, in coordi-
nation with various user departments, shall be responsible for anal-
ysis, development, maintenance, and operation of technology re-
sources for both instructional and administrative purposes. These
resources shall provide and facilitate instruction to students, as
well as gather, process, and report information relating to all ad-
ministrative functions within the District.

The District shall maintain and support the goals outlined in the
Long-Range Plan for Technology. Any purchase of technology shall
support the goals of the District as outlined in the Long-Range Plan
for Technology.

Access to the District’'s wide-area networks (WANSs), local area net-
works (LANs), and technology resources, including the internet,
shall be made available to students and employees primarily for in-
structional and administrative purposes and in accordance with
guidelines set forth in the Technology and Information Systems
Policies and Procedures Manual.

Limited personal use of the District’'s technology resources shall be
permitted if the use:

4-»__Imposes no tangible cost on the District;

2-»Does not unduly burden the District’s technology resources;

and

3.» Has no adverse effect on an employee’s job performance or

on a student’s academic performance.

Access to the District’s technology resources, including the inter-

the Public net, shall be made available to members of the public, in accord-
ance with administrative regulations. Such use shall be permitted
so long as the use:
4-»_Imposes no tangible cost on the District; and
2-»Does not unduly burden the District’s technology resources.
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The Superintendent shall develop and implement administrative
regulations, guidelines, and user agreements consistent with the
purposes and mission of the District and with law and policy.

Access to the District’s technology resources is a privilege, not a
right. All users shall be required to acknowledge receipt and under-
standing of all administrative regulations governing use of the Dis-
trict’s technology resources and shall agree in writing to allow mon-
itoring of their use and to comply with such regulations and
guidelines. Noncompliance with-applicable-regulations-may result
in suspension of access or termination of privileges and other disci-
plinary action consistent with District policies. [See DH, FN series,
FO series, and the Student Code of Conduct] Violations of law may
result in criminal prosecution as well as disciplinary action by the
District.

The District’'s Acceptable Use Policy is available at CQ(EXHIBIT)-
B. [See policy FNCE for student-owned devices]

Employees and students aged 14 and older with parent consent

Internet Safety

shall be permitted to independently explore artificial intelligence
(Al) and implement its use in and out of the classroom in accord-
ance with policy and administrative regulations. The use of Al shall
only be as a support tool to enhance student outcomes and shall
never take the place of teacher and student decision-making. Any
use of Al must comply with law, policy, and administrative regula-
tions outlined in the District’'s Al Guidebook relating to student and
employee use, privacy, and data security.

A student shall only use generative Al chats if they are aged 14
and older, have parental consent, and are given teacher permis-
sion. Students shall be expected to produce original work and
properly credit sources, including Al tools used in creating the
work. [See Academic Dishonesty at EIA(LOCAL)] Students who
use Al tools to deceive, harm, bully, or harass others shall be disci-
plined in accordance with the Student Code of Conduct and policy.
[See FFH, FFI, and the FO series]

The Superintendent shall develop and implement an internet safety
plan to:

4-e_ Control students’ access to inappropriate materials, as well as

to materials that are harmful to minors;

2.» Ensure student safety and security when using electronic

communications;

3¢ Prevent unauthorized access, including hacking and other un-

lawful activities;

DATE ISSUED: 6/47/2021 3of5

LDU 2021.07
CQ(LOCAL)-X



Houston ISD
101912

TECHNOLOGY RESOURCES cQ

Filtering

Monitored Use

Disclaimer of
Liability

Record Retention

Electronically Signed
Documents

(LOCAL)

4. Restrict unauthorized disclosure, use, and dissemination of

personally identifiable information regarding students; and

&5-¢_Educate students about cyberbullying awareness and re-
sponse and about appropriate online behavior, including inter-
acting with other individuals on social networking websites

and in chat rooms.

Access to the internet via the District’'s network systems shall be fil-
tered to block access to visual depictions that are obscene, porno-
graphic, inappropriate for students, or harmful to minors, as de-
fined by the federal CIPA and as determined by the
Superintendent.

The Superintendent shall enforce the use of such filtering controls.
Upon approval from the Superintendent, an administrator, supervi-
sor, or other authorized person may disable the filtering controls for
bona fide research or other lawful purpose for adults.

Electronic mail transmissions, social media, and other use of the
District’s technology resources by students, employees, and mem-
bers of the public shall not be considered confidential and may be
monitored at any time by designated District staff to ensure appro-
priate use.

The District shall not be liable for users’ inappropriate use of the
District’s technology resources, violations of copyright restrictions
or other laws, users’ mistakes or negligence, or costs incurred by
users. The District shall not be responsible for ensuring the availa-
bility of the District's technology resources or the accuracy or usa-
bility of any information found on the internet.

A District employee shall retain electronic records, whether created
or maintained using the District’s technology resources or using
personal technology resources, in accordance with the District’s
records management program. [See CPC(LOCAL)]

At the District’s discretion, the District may make certain transac-
tions available online, including student admissions documents,
student grade and performance information, contracts for goods
and services, and employment documents.

To the extent the District offers transactions electronically, the Dis-
trict may accept electronic signatures in accordance with this pol-

icy.

When accepting electronically signed documents or digital signa-
tures, the District shall comply with rules adopted by the Depart-
ment of Information Resources, to the extent practicable, to:
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° Authenticate a digital signature for a written electronic com-
munication sent to the District;

. Maintain all records as required by law;

. Ensure that records are created and maintained in a secure
environment;

) Maintain appropriate internal controls on the use of electronic
signatures;

) Implement means of confirming transactions; and
) Train staff on related procedures as necessary.

The District has an ongoing need for the implementation of major
applications to meet business and student data management and
reporting requirements. The District shall pursue the acquisition of
commercially packaged software to meet these business needs in
lieu of developing systems in-house unless the following criteria
cannot be met. For a software package to be considered, it should
meet 80 percent of the user requirements and be able to be imple-
mented within project cost and time constraints. In addition, any
packaged software acquired should not be customized by the Dis-
trict.

Technology resources shall be allocated to meet the requirements
of state mandates in accordance with the needs of schools as de-
fined in the school improvement plans and as reflected in the goals
of the Long-Range Plan for Technology. All acquisitions of technol-
ogy resources, both hardware and software, must be reviewed and
coordinated by the Department of Information and Technology Sys-
tems in accordance with the Technology and Information Systems
Policies and Procedures Manual and shall meet the requirements
described in the Finance Procedures Manual.
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